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1. SSL 1} TLS

SSL(Secure Socket Layer)
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1.2 Q10| HAZAE MHO|A dEHe| eHE EFXE QI Challenge Seed E ‘4435t1, O|F
QIR O0|M HTTP(S)E F26H0 =l = UEE AL El URI O XA Z L CF.

2.Let's Encrypt MH Z Q1FEC2{= T 11} Challenge Seed & &/H & gHLICE

3.Let's Encrypt AH{OA QISR = =M= HESHK AMHO| 2%zl URIOf

4.5 7ol ZEE ZE3t Challenge Seed 7t LX|5IH ASM wg HXAE AL
TlaistL|C},
12 UASM g3 E4Y
Standalone

Certbot Off LHEEl & MHE Z2A] Let's Encrypt MHEREH @& THQ Q15 @82
A 2ot X2|St= HAQLICH

=~

Webroot
215E %It Challenge Seed £ 2(F0IM HZ 7ts¢t 0|2 ALK& B20| /IXAZ! F,

Let's Encrypt MH7} i ZE22 F&8 Q150 Eost HEE HojLL|Ct

DNS
=oelo] AZE DNS O TXT 2|REE SgoiM ASAE EEote YH2 2, ATA
e 180 @ Mo 22 gt

Of

XWebroot 44| 2 ZH 2F5H= EHQS 2AQSIEZE of2{7H2] =S B M, ALO|EOf|A
SEAMI|7l= |- SLICL
o
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Certbot

1.1 Certbot A X]

1.047[ x| g2 =5 Cf2
Sudo apt-get update

Sudo add-apt-repository ppa:certbot/certbot
x9]2| HHO| QHEA| sudo apt-get install software-properties-common
sudo apt-get update

sudo apt-get install certbot python-certbot-apache

2238 E C12
wget https://dl.eff.org/certbot-auto
chmod +x certbot-auto

Jcertbot-auto

[options]

Certonly : ASA T HFHZ

-webroot : webroot E2{1212 A&

-w /var/www/challenge : MZIX| D}Y S Mg C|HE2| HF

-d example.com : AFAME ddg =M 2 X|H

Ex) /var/www/certbot C|EH| E2|E webroot 2 47 S
3
o
o
(MMCIMEZ] 8= AMHT H27ts st=8 At 873 -
3
mkdir /var/www/certbot ﬂfj
(0]
chown root:root /var/www/cert/bot ﬁ
chmod 700 /var/www/certbot =
2
[N N)
wn
g
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(2) SELinux 7t ERQUE FS BAMH7I LGS & 4 A 2ot 2Yg vy

chcon -t httpd_sys_content_t /var/www/certbot

(3) ¥ MM TYS 78| 7H SAES| URL 0] $12] Webroot & 712|725

273

location /.well-known {

root /var/www/certbot-webroot/;

XTI A
HTTPS 7} O, HTTP ZE M| £7184F %,

O3] 7td = AES M85t ATt A4S EE2 FI18 & A

= d
ASM =

1. Standalone Al

(1) sudo service nginx/apache stop

(2) certbot certonly —-cert-name <2/5A{0| &> --standalone -d

<EOO 1> <E0Q 2>, <=0l n>

(3) sudo service nginx/apache start

2. Webroot &l

(1) certbot certonly —cert-name <2/5A{0|&> --webroot -w <webroot C|H E2[> -d

<EOol 1>, <E0Ql n>
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5aving debug log to /var/log/letsencrypt/letsencrypt. log

Pluging selected: Authenticator standalone, Installer Nome
Enter email address (used for urgent renewal and security notices) (Enter 'c' to

cancel):

E-mail CIZ

Starting new HTTPS connection (1): acme-v02.api.letsencrypt.org

Pleage read the Terms of Service at
https://letsencrypt.org/documents/IE-5A-v1. 2-November-15-2017.pdf. You must
agree in order to register with the ACME server at

https://acme-v02.api.letsencrypt.org/directory

StEt &S (&2/3]0fg)

Would you be willing to share your email address with the Electronic Frontier
Foundation, a founding partner of the Let's Encrypt project and the non-profit
organization that develops Certbot? We'd like to send you email about our work

encrypting the web, EFF news, campaigns, and ways to support digital freedom.

(Y)es/ (N)o:

M) | 2019-05-03
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Saving debug log to /var/log/letsencrypt/letsencrypt.log

Plugins selected: Authenticator standalone, Installer None
Starting new HTTPS connection (1): acme-v02.api.letsencrypt.org
Cert is due renewal, auto-renewing...

Renewing an existing certificate

Performing the following challenges:

http-01 challenge for example.com

Waiting for verificatiom...

Cleaning up challenges

Regetting dropped connecticn: acme-v02.api.letsencrypt.org

IMPCRTANT NOTES:

- Congratulations! Your certificate and chain have been saved at:
/etc/letsencrypt/live/example.com/fullchain.pem
Your key file has been saved at:
/etc/letsencrypt/live/example.com/privkey.pen
Your cert will expire on 2019-04-06. To obtain a new or tweaked
version of this certificate in the future, simply run certbot

again. To non-interactively renmew *all* of your certificates, run

If you like Certbot, please consider supporting cur work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-le

oIEMLTEE

2HFE ASME Jetc/letsencrypt/live/<domainname> C|ZE{2|0f A ElL|Ct.

3 /etc/letsencrypt/live/some.site.com/fullchain.pem

g, /etc/letsencrypt/live/some.site.com/privkey.pem

(@]

o

(Q\]

= Certbot cerificates

<

Klo

od Found the following certs:

7 Certificate Name: yourdomain.com

2]

= Domains: yourdomain.com www.yourdomain.com
% Expiry Date: YYYY-MM-DD mm:ii:ss+88:88 (VALID: NN days)
é Certificate Path: /path/to/fullchain.pem
w Private Key Path: fpath/to/privkey.pem

@

—
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1.4 conf LU A
1. Nginx

712X : /usr/local/nginx/conf

server
{
listen 443;
server_name {MH =0 21}

ssl on;
ssl_certificate  {Certificate Path};

ssl_certificate_key {Private Key Path};

ssl_protocols  SSLv2 SSLv3 TLSv1 TLSv1.1 TLSv1.2;
ssl_ciphers
ALL:'aNULL:!EXPORT56:RC4+RSA:+HIGH:+ MEDIUM: + LOW:+SSLv2:+EXP;

ssl_prefer_server_ciphers on;

}

2. Apache

JNI2E=

™

Debian H| B : /etc/apache2/apache2.conf z

RedHat A€ : /etc/httpd/conf/httpd.conf gl
<VirtualHost *:443> ;
DocumentRoot /var/www/html E<|_O
ServerName <&& 2t 2l.com>:443 E_IJ
</VirtualHost> a
SSLEngine on §
SSLCertificateFile /etc/letsencrypt/live/example.com/cert.pem UEJ
SSLCertificateKeyFile /etc/letsencrypt/live/example.com/privkey.pem g
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SSLCertificateChainFile /etc/letsencrypt/live/example.com/fullchain.pem

Sudo service httpd start

# [openSSL] AR
1. 25 2EE HHOE AESIO Apache2 SSL 2&2 EEgHL|CE
[openSSL O] AX[7} QtE|0{QICHH (sudo apt-get install openssl)2 AX|gtL|LCL, |

sudo a2enmod ssl

2. apache?/site-available/default-ss| Tt 22 A7 etL|C,

(ERA| default-ssl O] Ot CHE LA HS AFESH L ELICH)

—_

<IfModule mod_ssl.c>

<VirtualHost *:443 >

#SSL2dst 8l Q1SN L

SSLEngine on

SSLCertificateFile ~ (*.crt Tto| AZ)
SSLCertificateKeyFile (*.key It2O| AZ)
10 #SSLCertificateChainFile (Chain 215 A HZ)
11 #SSLCACertificateFile  (Root QIS A A =2)

O 00 N o U1 M W N

. 12

<

L0 13 ...

(@))

= 14

N .

— 15 </VirtualHost>

b

Klo 16 </IfModule>

od

—1

(Vp]

%)

ol #2 : SSL/HTTPS HZS A28 ZEHS E X|-™ELICL 7|27t 443 2Lt
>

E #10 ~ 11 : SHSALEO| Q= AT UHBLICE (YR AB 7| 2 0| F &2 F7I6lof Ho
T %)

(]

—l
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3. default-ss| AFO|EE 243} A|ZL|CL

sudo a2ensite default-ssl

4. apache A{H| L& BtL|Ct,

Sudo service apache? restart

=2

[=)
. U7 HEEO HES BT
DEEE =

= SE O] AHRAD) Al

o Oi4h:  + postype.com

Ea Amazon
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B O & ALO|EO| HOt OIS MOl X7} Q&L Ct

7|20l EEt 20| org UL

Ol & AIO|EOIAM FAISE E2F QISAE M2 Tt 2lE
E Z40 O3 2=ERq&HCL

O] & ALO|EOIM AT 22t QIS = CHE & ALO|
27 A ASME Soh AFEAIE S0[2{L ASAPE MHZ 2= HO[EE 7128 £ QgL

0 ¢ HO|X|E 23 0] W AO|EE A& TMBHA] i 20| SHLLE
¥ o] & HolXIE 228 o)7|E 2YBHUAIL.
@ 0] Y AO|EE A SHMBLCHATBIX 2B).

® %7t @e
SIEAI7} IR EI0f G2HP H o B EHE

oI5 M 744l command

certbot renew

XS UZ 2% cronjob AHE
Xcrontab AF8H .+ x+»+» [HRHO|# 2 A 2 2 ¥

0 8 * * *certbot-auto renew --pre-hook "service nginx stop" --post-hook "service

nginx start"
3 0 8 * * * certbot-auto renew —renew-hook “service reload nginx”
LN
(@)
o 0 8 * * * /home/bitnami/certbot-auto renew —renew-hook
o
o “sudo/opt/bitnami/ctlscript.sh restart apache”
3
Klo
o
% --pre-hook "QIEAM HATO LOojLt= ZE|=3”
= --post-hook "ASA] ZAStH L A=t 20 LStz ZAES T
O
C
j --renew-hook "QIZSAN 7} MaXoz AMEN s=E|= 53
(U]
—
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AWS S2t2E &8 M

—

SEY = A K @LICH Aws S22 E0
(=13
=

%= QIO O Pfizer, Intuit X O] Y

= 2T ——

AWSE “2ERE I SRS 9

AtMist & = https://aws.amazon.com/ko/solutions/

=

o
CEESH AWS = © MAXMCZ 2la
Eo 4 QUSLICH AWS 222 EQAM = &
o

= A7 W20 AEXHE £ 02 £

=
O
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N
Ho
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Ral

aws

Amazon Web Service, Inc.

Last Updated: December 23, 2011.

P.O. Box 81226
Seattle, WA 98108-1226
USA

http://aws.amazon.com
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Acloud Co., Ltd.

06159

9F, Hyundai Tower, 423,
Teheran-ro, Gangnam-gu,
Seoul, Korea

http://www.a-cloud.co.kr
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